Configuring  RAO computer for RA

Configuring RAO computer for RA
Requirements for RAO computer 
1. The signed computer must be NOT member of domain
2. It must be Windows XP+SP2 (SP3)
3. It may be a computer, which using for Terminal application
4. Computer must has two smartcard readers
4.1. First smartcard reader must be GemPCTwin and use for user's smartcards
4.2. Second smartcard reader  must be other model (SCM or Athena) for RAO officer's smartcard.
4.3. Drivers for smartcards you can take here:
http://www.gov.il/FirstGov/smartCard/ovedMemshala/OMUtilities/
Configuring computer for RA
5. Add Tamuz Certificates
5.1. Do to 
http://www.gov.il/FirstGov/smartCard/ovedMemshala/OMUtilities/
download file add-tehila-cert.exe
5.2. execute file add-tehila-cert.exe 
6. Add Trusted Root Component CA Certificate
6.1. Put certificate of the "Component CA" to RAO computer
6.2. Take it here:
http://www.gov.il/FirstGov/smartCard/ovedMemshala/RASystem/
6.3. Go to folder with ComponentCA.cer file 
6.4. Execute command
certutil -addstore -enterprise root ComponentCA.cer

7. Check connectivity with RA
7.1. Go to command prompt and execute
telnet 192.168.171.74 443
Call to Tehila PKI Team, if you have not connectivity.
Configuring the Internet Explorer for RA
8. Go to Tools/Internet options/security 
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9. Choose "Trusted sites" and push to "Sites" button
10. In the field "Add this website to zone" write 
https://192.168.171.74/TehilaRA 
and push "Add" button
11. Close "Sites" windows and push "Aplay" button
12. Push "custom Level.." button

13. Go to "AvtiveX controls and plug-ins module" and check "Enable" radio-button for next positions:

13.1. Allow previously unused ActiveX controls to run without prompt.

13.2. Allow scriptlets

13.3. Binary and script behaviors

13.4. Download unsigned ActiveX controls

13.5. Initialize and script ActiveX control not marked as safe for scripting
13.6. Run ActiveX controls and plug-ins

13.7. Script ActiveX controls marked safe for scripting

14. Go to "AvtiveX controls and plug-ins module" and check "Disable" radio-button for next positions:

14.1. Automatic prompting for ActiveX contols

14.2. Display video and animation on webpage that does not use external media player.
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Connection to RA
15. Insert your RAO office's smartcard  to "admin" smartcard reader 
16. Open IE with URL=https://192.168.171.74/TehilaRA
17. Write your smartcard's PIN code in the prompt
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18. Push the button "כניסה"
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